CLARIFICATION: PROVISION OF VULNERABILITY ASSESSMENT AND PENETRATION TESTING
SERVICES - UFAA/PT/010/2021-2022

Bidder Request: List of key applications (including web applications and mobile applications, if any)
UFAA Response:

e Microsoft Exchange

e Microsoft Navision 2016

e MS Navision 365

e MS SQL Server

e Sharepoint

e (Cisco unity express

e Veaam backup

e Kaspersky Security center

e Biostar

e MyQ Print management

e LANSupport

e FortiSIEM

e Imperva

e USSD

e Claims web portal

Bidder Request: High level network architecture. Is there a VPN, wireless network?
UFAA Response: Yes, there is a VPN and we also have a wireless network in the office.

Bidder Request: List of application servers, operating systems and databases (and their respective
technology stacks)

UFAA Response: As per the applications listed above. All are running on Microsoft windows 2016 and the
databases is a blend of MS SQL and Maria DB.

Bidder Request: List of managed / outsourced services (if any)
UFAA Response: Managed security services, Printing services, Disaster recovery/colocation service

Bidder Request: Number of firewalls, Intrusion Detection Systems (including equipment vendors).
UFAA Response: 2 Fortinet firewalls

Bidder Request: Number of network devices - switches and routers (including equipment vendors)
UFAA Response: 2 cisco routers and 8 switches

Bidder Request: Number of internet-facing applications
UFAA Response: 10 applications



Bidder Request: Kindly provide clarity on the requirements below found in the tender document.

6. FORM EQU:EQUIPMENT Model and Power rating

15. FORM EXP-4.1 General Construction Experience

15. FORM EXP -4.2(a) Specific Construction and Contract Management Experience

15. FORMEXP-4.2(b) Consfruction Experience in Key Activities 15. FORM EXP -4.2(a) Specific Consfruction and
Confract Management Experience
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UFAA Response: These standard forms are not applicable to this tender

Bidder Request: 7 day extension request
UFAA Response: The timelines provided is sufficient for this tender and therefore the deadline of 20t
August, 2021 at 10.30AM remains unchanged.
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